Ewonr Talk®M Security

BY HMS NETWORKS

TalkeM - Certified lloT Cloud
for Remote Solutions

The complete TalkeM security solution ensures that
all connected devices and cloud platforms are
secure today and in the future.



1SO2/001 certified

A highly advanced Information Security management
system (ISMS]) for the cloud connectivity platform TalkeM
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ISECOM STAR certified

Industrial strength security for the cloud connectivity
platform TalkZ2M
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1SO 27001

CERTIFIED

IS027001 is an internationally recognized security standard

The ISMS statement of applicability specifies the
CERTIFICATI roles and responsibilities of HMS in managing all
Inrmatio ey iagemart Sytam aspects of business continuity and security of the
oy~ N Talk2M service.

The Talk2M ISMS:

HMS Industrial Networks S.A.

e Guarantees that all security issues/threats are
identified and adequately handled

e Establishes regulatory compliance and best practice

alignment
g e Continuously improves the organizational services

¢ |dentifies vulnerabilities and security threats

* The security of Ewon’s solution is regularly audited by independent organizations and
Ewon / HMS has obtained the I1SO 27001 certifications by VINCOTTE

STAR

CERTIFIED OSSTMM 3.0
SECURITY TEST AUDIT REPORT

STAR* ensures a high security level within the Talke2M platform

Security Audit Certificate The Talk2M security er.lwronment is regularly

= | tested to ensure the highest security level for the
platform, and to ensure that a fully secure solution
is provided to the users.

e Auditing and penetration testing are performed
on the remote connectivity services within
Talk2M, including M2Web, eCatcher, and VPN
servers

e . e Open source testing methodologies such
"""" - B as OSSTMM (Open Source Security Testing

0y Methodology Manual) and OWASP (Open Web
ec m Application Security Project) are utilized for full

transparency

* Security Test Audit Report



Layered Security approach

Talk2M ensures high security using the “Layered security approach” also called

“Defense in Depth Approach”. This approach safeguards information integrity

and confidentiality along with information system availability and resilience.

Trusted all over the world

Policy compliance @&

Network infrastructure @
User and access management &
Traffic encryption &

HMS Industrial Networks — Sales Offices

HMS - Sweden (HQ)
Tel: +46 3517 29 00 (Halmstad HQ)
E-mail: sales@hms-networks.com

HMS - China
Tel: +86 010 8532 3183
E-mail: cn-sales@hms-networks.com

HMS - France
Tel: +33 (0)3 67 88 02 50 (Mulhouse office)
E-mail: fr-sales@hms-networks.com

HMS - Finland
Tel: +358 404 557 381
E-mail: sales@hms-networks.com

HMS - Germany
Tel: +49 721 989777-000
E-mail: ge-sales@hms-networks.com

HMS - India
Tel: +91 83800 66578
E-mail: in-sales@hms-networks.com

Firewall &
Ewon device &

HMS - Italy
Tel : +39 039 59662 27
E-mail: it-sales@hms-networks.com

HMS - Japan
Tel: +81 45 478 5340
E-mail: jp-sales@hms-networks.com

HMS - Singapore
Tel: +65 9088 6335
E-mail: ea-sales@hms-networks.com

HMS - Switzerland
Tel: +41 61 511342-0
E-mail: ch-sales@hms-networks.com

HMS - UK
Tel: +44 1926 405599
E-mail: uk-sales@hms-networks.com

HMS - United States
Tel: +1 312 829 0601
E-mail: us-sales@hms-networks.com
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